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Abstract To promote a decarbonized society, we develop a blockchain-based platform for the automotive parts manufactur-
ing industry that enables management and representation of each part’s carbon footprint (CFP) and detection of falsification
attempts. Previous implementations, however, could not identify the exact location of tampering and required handling CFP
data in plaintext, raising security concerns. To overcome these issues, we leverage the hierarchical hash structure of hash trees
and the properties of XOR operations. Our proposed method enables both pinpoint identification of tampered components and

secure management of CFP data, which we implement and evaluate on a prototype system.
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